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10.2.1.7 JlabopaTtopHa pob6oTa — 3aXMCT OONiKOBUX 3anuciB, AaHUX i
komn'totepiB B Windows 7

PosapykyinTe Ta BUKOHanTe Lo nnabopaTopHy poboTy.

B uin nabopaTtopHin poboTi po3rnagaeTbes, K 3axuLiaT obnikosi 3anucu, Aadi i komn'totep nig kepyeaHHam OC
Windows 7

PekomeHpaoBaHe o6nagHaHHA
Ons uiei Bnpaeun noTpibHO HacTynHe obnagHaHHs:
e KoMN'lOTEp, Ha AkoMy BcTaHoBneHa OC Windows 7

Kpok 1

3aBaHTaxTe KOMM'lOTEp i HAaTUCHITb KNaBgily, HeobXiaHy ANa BXoAy A0 BikHa cny60Boi nporpamu
HacTpouku BIOS.

Mpumitka: Ockinbky pisHi BIOS MOXyTb Bigpi3HATUCS 3a CBOIM KOMMOHYBAHHSAM i OYHKLISIMUW, HA NOLIYK
dYHKLUIN, Npo AKi MOeTbCS B Lin nabopaTopHin poboTi, Moxe niTn Aeskui Yac. Kpim Toro, SKLio BaLu
BIOS He nigTpymye Ty cpyHKUi0, NPO AKY NOeTbCcsa B TabopaTopHin poboTi, TO nepexoabTe OO HaCTYMNHOI
dyHKUiT.

BIOS SETUP UTILITY

Change Supervisor Password

Mepengite Ha BkNaaky Security (Besneka) .

[na yctaHoBKM napons kopuctyBada User BUKOHaANTE HACTYMHi Aii:

Bubepitb Change User Password (3MiHMTU naponb KOpUcTyBayva)i HaTUCHITb knagiwy Enter.
Beegitb naponb us3rlT i HATUCHITL kNagiwy Enter.

LLlo6 nigTBEpANTM HOBUI Maporb, BBeaiTb Uus3riT i HaTUCHITL Enter > OK.
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[ns ycTaHOBKM napons agmiHicTpaTtopa BMKOHAWTE HaCTYNHi gil:

Bubepitb Change Supervisor Password (3MiHUTU naponb agMmiHicTpaTopa) i HaTUCHITb KNasiwy
Enter.

BBegfite naponb sup3IT i HATUCHITL KNasiwy Enter.

Llo6 nigTBEpanTM HOBUI Naponb, BBeAiTb SUP3IT i HaTUCHITL Enter > OK.

[lns ycTaHOBKM piBHA OOCTYNY KOpUCTyBada BMKOHAWTE HACTYMHI 4l
Bubepitb User Access Level (PiBeHb AOCTyny KOpUCTyBa4a) i HAaTUCHITb kKnasiwwy Enter.
Bubepitb No Access (Be3 gocTtyny) i HaTUCHITb knaBiwy Enter.

Bubepitb Exit > Exit Saving Changes > OK (Buxig> 36epertu 3miHu Ta BunTn> OK).

Kpok 2

Micna nepesanycky komn'toTepa HAaTUCHITb KNaeiwy, HeobXiaHy Ans Bxody A0 BikHa cnyx60Boi nporpamm
HanawTtyBaHHA BIOS.

Enter CURRENT Password:_

BeegiTb naponb kopuctyBada us3riT.

Uu otpumanu Bu goctyn o BIOS?

Mepe3aBaHTaXTe KOMM'OTEP, AKLLO HEOOXIAHO, HATMCHITL KNnaBilly, WO BUKOPUCTOBYETLCS ANS BXOAY A0
BikHa cnyx60B0oi nporpamu HacTporikn BIOS.

BBegniTb naponb agmiHictpaTtopa sup3IT.

Uun oTpumanu Bu goctyn go BIOS?
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BIOS SETUP UTILITY

Clear User Passuword

Mepenaite Ha Bknagky Security (Be3neka) .
[nsa ounLleHHs napons KOpMCTyBada BUKOHAWTE HACTYMHI Aii:

Bubepitb Clear User Password (OunMcTuTi naponb KopuctyBayda) i HaTucHiTb Enter > OK.

BIOS SETUP UTILITY

Change Supervisor Passuord

[nsa BuaaneHHa napons agMiHicTpaTtopa BUKOHaNTE HACTYMHi Ail:

Bubepitb Change Supervisor Password (3MiHUTM naponb agmiHicTpaTopa) i HaTucHiTb Enter >
BBeAiTb sup3IT > Enter.

[lna HoBOro naponsi HaTUCHITL Enter.

Ake nosigomMneHHs 3'aBunoca?
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HaTtucHiTb knagiwy Enter ansa niaTBepAXEHHS.

BIOS SETUP UTILITY

Change Supervisor Passuord

Tenep Bci naponi MatoTb 6YTU BUNYYEHI.

Bubepitb Exit > Exit Saving Changes > OK (Buxig> 36epertu 3MiHu Ta Buntu> OK) .

Kpok 3

Mo4HiTb ceaHc Ha koMn'toTepi Nig 06nikoBMM 3anMcoM agMiHicTpaTopa.

Bubepitb Start > Computer > Local Disk (C:) (Myck> Komn'totep> JlokanbHun guck (C :)). Bubepitb
New folder > (HoBa nanka>) gante in Ha3By No Access (Hemae goctyny).

Bubepitb Start > Control Panel > Administrative Tools > Computer Management (Myck> NaHenb
KepyBaHHA> AgMiHicTpyBaHHA> KepyBaHHA komn'toTepoMm.

BigkpueTtbces BikHO “Computer Management” («KepyBaHHS KOMM'lOTEPOM»).

File Action View Help

e 2 0|

@ Computer Management ('-‘_‘ Name Full Name Description

4 ]ﬂ Syst:kaSM::d : gAdministratov Built-in account for administerin| |
> (D Task Scheduler & College Stud... College Student College Student

> Event Viewer A
@ & Guest Built-in account for guest access

> @l Shared Folders
4 ﬂ Local Users and Grot = QIT 1 It

] Users
= Grouk
> @ Performance
a Device Manager
4 8 Storage
i=¢ Disk Management

. _Zl Cemdicec and Annlicatine

| <

Poskpuiite cnucok Local Users and Groups > (JlokanbHi kKopucTyBavi Ta rpynu>) Bubepitb Users
(KopucryBaui).
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General | Member Of l Profile
&]" Guest

Full name:

Builtin account for guest access to the |
computer/domain

Description:

| User must change password at next logon
| [¥] User cannot change password

Password never expires

Account is disabled

| Account is locked out

Lok N[ Cancsl |[ mpy [[ Heb |

)

=

HaTucHiTe npaBoto kHonkoto Muwi Guest > Properties > (Fictb> BnactuBocTi>) po3micTiTb Npanopeupb
nopyd i3 Account is disabled > OK (BigkniounTtu o6nikoBun 3anuc> OK).

anager

File Action View Help

«= 23 = HE

Name Full Name Description

& Administrator
& College Stud... College Student
% Guest
&

_g- Computer Management (Lc ~
4 {f} System Tools 7
> @ Task Scheduler
1 §2] Event Viewer =
> @ Shared Folders
4 # Local Users and Groy| |
| Users
| Groups
> @ Performance g

m | » <

Built-in account for administerin
College Student
Built-in account for guest access

m m

<« u | »

| Actions :
Users -
More... »

LLlo B nomiTnnm Ha niktorpami o6ikoBoro 3anucy roctsi?

Kpok 4

KnauHiTb NpaBoo KHOMKOK MULLI BIOKPUTY 00nacTb Ha cepefHiv naHeni BikHa “Computer Management”

(«KepyBaHHSA kOMM'tOTEPOMY).
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File Action View Help

e 2@ o= EE
& gomputer Management (Local|| Name Full Name Description | Actions
4 m’ Syst:kaSoc:sd ; & Administrator Built-in account for ai| | Users -
v % Eas t\j‘ ORI & College Stud... College Student College Student More.. »
v o= M #; Guest Built-in account for g
i @&l Shared Folders T T T
4 ¥ Local Users and Groups|| =
| Users
£ Groups New User... L\\,
» (&) Performance Refresh
24 Device Manager Export List
4 &5 Storage e
=¢ Disk Management View »
2 :z'g Services and Applications
Arrange Icons »
Line up Icons
< | ([} | » ]|« Ficle 3
Creates a new Local User account.
== == = E i e ————— )

Bubepitb New User (HoBuin kopuctyBau).

BigkpueTtbces BikHO “New User” («HoBui kopuctyBay»).

— ﬁ-m
New User EL

~

User cannot change password
[] Password never expires
\| [l Account is disabled

| User must change password at next logon

User name: ITE Cisco

Full name: ITE Cisco

Description: ITE Student I
|| Password: esssseee

Confirm password: *sscscee

[ Cneate!}” Close

\

BeegiTb HacTynHi gaHi obnikoBoro 3anucy:

Im'a kopuctyBada: ITE Cisco
MNoBHe iM's: ITE Cisco
Onwuc: ITE Student

Maponsb i niaTBepmxkeHHA napons: Tcl15Kwz
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3HimiTb Npanopeub User must change password at the next logon (BumaraTtu 3amiHnm napons npu

HaCcTynHomy BXOZ4i 4O cucTemu.

BcTaHoBiTk npanopeub User cannot change password (3a6opoHUTU 3MiHY naponsi kKopucTyBayem).

MocnigoBHo HaTucHiTe Create > Close (CtBoputu> 3akpurn).

Kpok 5

BigkpueTtbcesa BikHO “Computer Management” («KepyBaHHS KOMM'lOTEPOM»).
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File Action View Help

e« 2Bz HE

A Computer Management (Local
4} System Tools
> @ Task Scheduler
- 2] Event Viewer
> @] Shared Folders
4 #¥ Local Users and Groups
| Users
| Groups
> (&) Performance
24 Device Manager
4 &3 Storage
=f Disk Management
b Ty Services and Applications

Name

& Administrators
&% Backup Operators

& Cryptographic Operat...

& Distributed COM Users
&% Event Log Readers

& Guests

1S _JUSRS

& Network Configuratio...

& performance Log Users

&/ performance Monitor ...

& Power Users

% Remote Desktop Users
& Replicator

P Users

&% HelpLibraryUpdaters

’Creates a new local group.

New Group... %

Refresh
Export List...

View >

Arrange Icons »

Line up Icons

Help

Description

Administrators have complete an...

Backup Operators can override se...
Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...
Built-in group used by Internet Inf...
Members in this group can have s...
Members of this group may sche...

Members of this group can acces...

Power Users are included for back...
Members in this group are grante...
Supports file replication in a dom...

Users are prevented from making ...

Actions
Groups

More ...

PosropHiTe cTpinky nopy4 3 Local Users and Groups > (JlokaneHi KopucTyBadi Ta rpynu>) Bubepitb

Groups (Ipynu).

KnauHiTb NpaBoro KHOMKOK MULLI BIOKPUTY 0bnacTb Ha cepefHivi naHeni i Bmbepite New Group (HoBa

rpyna).

Biokpuetbes BikHo “New Group” («Hosa rpynay).
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© ===

New Group = ;- M‘
Group name: Temp Account
Description: Temporary Users
Members:

[ Create ][ Close

"

BeegiTb HacTynHy iHpopmaLito:
Hasea rpynu: Temp Account
Onuc: Temporary Users
HaTtucHite Add (dogatwu).

BigkpueTtbesa BikHO “Select Users” («Bubip kopucTtyBadisy).

~

Select Users - -

Select this object type:

Users or Builtin security principals

From this location:
STUDENTO1

Enter the object names to select (examples):

Locations...

ITE Cisco

i

Check Names

[ OK!}_H Cancel |

"

v

Y noni Enter the object names to select (BBeaiTb imeHa BUGpaHux 06'ekTiB) BBeaiTh ITE Cisco >

HaTUCHITbL OK.
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BigkpueTtbces BikHO “New Group” («HoBa rpynay).

-

-

New Group - i - m‘
Group name: Temp Account
Description: Temporary Users
Members:
&1TE Cisco

[ C:eate!}][ Close ]

Kyoun 6yno gogaHo obnikosun 3anuc ITE Cisco?

MocnigosHo HaTucHiTL Create > Close (CtBoputu> 3akpuTn).

OBivi knikHITb Ha rpyni Users (Kopuctysadi).

-

Users Properties

9 oo |

General

% Users

Description: Users are prevented from making accidental or
intentional system-wide changes and can run most
Members:
#&|TE Cisco

2 NT AUTHORITY\Authenticated Users (S-1-5-11)
82 NT AUTHORITY\INTERACTIVE (5-1-5-4)

Changes to a user's group membership
are not effective until the next time the
user logs on.

oK ][ Cancel w Apply
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3BepHITL yBary, Lo 3a 3amoBYYyBaHHAM kopucTyBad ITE Cisco 6yB gogaHui go diei rpynu.
HaTucHiTtb kHonky Cancel (CkacyBatu), o6 3aKpuTH BiKHO.
3akpuiTe BCi BigKpWTI BikHa.
Kpok 6
Mepengite oo nankm No Access (Bbes goctyny) i KnauHiTb ii NpaBol KHOMKOK MuLLi, NOTiM BUbepiTb >

Properties > Security (Bnactusocti> Bknagka besneka>) > Edit > Add (PeparyBaTtu> [JogaTtn).

Biokpuetbcsa BikHo “Select Users or Groups” («Bubip Kopuctysauis abo 'pyny).

-

Select Users or Groups

Select this object type:
Users, Groups, or Builtin security principals

From this location:
STUDENTO1

Enter the object names to select (examples):
Temp Account; Users

Beeaite Temp Account; Users > OK.

BigkpueTtbesa BikHO “Permissions for No Access” (Jossonu ang rpynu "bes goctyny").

- -
.. Permissions for No Access g
Security

Object name:  C:\No Access

Group or user names:

§2, Authenticated Users

§2, SYSTEM

| ‘ﬁ, Temp Account (STUDENTO1\Temp Account)
| 82, Administrators (STUDENTO1\Administrators)

-4 Users (STUDENTO1\Users)

[ Add. || Remove |
Pemissions for Users Allow Deny
TOrCOTRroT =l =
Modify ] L
\ Read & execute ¥ [ R
List folder contents @ B |3
Read B &
Write [ 0 x
Leam about access control and pemissions

[ ok ][ cCancel || 2oply
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Axi gossonu ansa rpyn "Temp Account” i "Users" akTUBYOTbCS 3@ 3aMOBYYBaHHAM?

Bubepitb rpyny Temp Account .

-
|, Permissions for No Access

Security

Object name:  C:\No Access

Group or user names:

82, Authenticated Users
§2, SYSTEM

! ~ 4 Temp Account (STUDENTO1\Temp Account)

|| | 82 Administrators (STUDENTO1\Administrators)

82, Users (STUDENTO1\Users)
[ Add ] [ Remove ]
Pemissions for Temp Account Allow Deny

Full control = £

| | Modiy [ 3
Read & execute [l E

i List folder contents [ =
Read = -

Leam about access control and pemissions

Lok [ camodl [ ony

Bubepitb Deny (3abopoHuTu) ans Full control (MoBHWI KOHTPOMb).
Lo cranoca?
HaTucHite OK.

BigkpueTtbces BikHO “Windows Security” («beaneka Windowsy).

| Windows Securitn 7 j l“'_‘s-,l‘

You are setting a deny permissions entry. Deny entries take precedence
z;h_i_ over allow entries. This means that if a user is a member of two groups,

one that is allowed a permission and another that is denied the same

permission, the user is denied that permission.

Do you want to continue?

Yes D No
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LLlo BinbyaeTbes, akwo vneH rpynu "Temp Account” HaneXxuTb A0 iHLWOT rpynin, Sk 0yB A03BONIEHUIA AOCTYN
po nankn "No Access"?

HatucHitb Yes (Tak).
HatucHite OK, wob 3akpuTu BikHO “NO Access Properties” ("BnactmBocTi nanku" No Access "»).
3akpunTe BCi BigKpwTi BikHa.

Kpok 7

3aBepLUiTb ceaHC Ha KOMMN'IOTepi i NOYHITL HOBUIA ceaHc sik kopucTyBad ITE Cisco.

Bunbepitb Start > Computer > Local Disk (C:) > (Myck> Komn'totep> JlokanbHun guck (C :)>) agivi
knauHiTe nanky No Access .

Uum MOXNMBMIA OOCTYN A0 nanku 3 obnikosoro 3anucy ITE Cisco?

3akpuiTe BCi BigKpUTI BikHa.

Kpok 8
HaTucHiTe npaBoto kHonkoto muwi Desktop > Personalize > Screen saver (Po6ouun ctin>
MepcoHanisauia> 3acTtaBka).

[E=NECR =
QQ |u <« All Control Panel Items » Personalization v I +y ‘ [ Search Control Panel L2 |
Control Panel Home . ‘gv
Change the visuals and sounds on your computer
Change desktop icons Click a theme to change the desktop background, window color, sounds, and screen

2 saver all at once.
Change mouse pointers

7
ST -

Change your account picture United States

Basic and High Contrast Themes (6)

Windows 7 Basic Windows Classic High Contrast #1 -
See also ] b —
— 299 ‘
Display i @

Taskl M > s 2 ,
SR S Desktop Background Window Color Seunds creen Save

Ease of Access Center Harmony Windows 7 Basic Windows Default Ilcne% }

BigkpueTtbcs BikHO “Screen Saver Settings” («[NapameTpu ekpaHHOT 3acTaBKkuny ).
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2 )
Screen Saver

I

Screen saver
|

Bubbles v] [ Settings... ] [ Preview

Wait: 1 = minutes [¥] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display

brightness and other power settings.

Change power settings

[ o %][ cancel | [ Apply |

\ — J

BunbepiTb ekpaHHy 3acTaBky 3i CMMCKY i BCTaHOBITb Npanopelb On resume, display logon screen
(MounHaTn 3 ekpaHy Bxoay B CUCTEMY).

MepekoHawTecs, WO 3HadYeHHsA napameTpa Wait («IHTepBan») AOpiBHIOE 1 XBUNUHI.
HatucHiTe OK.
3adekanTe OgHY XBUIMHY.

Lo cranoca?

Kpok 9

MepenaitTe Hasapg go BikHa “Screen Saver Settings” («[MapaMmeTpu ekpaHHOT 3aCTaBKN»).

BcTaHoBiTb ekpaHHy 3acTtaBky B (None) (Hemae) i 3HimiTh npanopeub On resume, display logon screen >
(MounHaTK 3 eKkpaHy Bxoay B CUCTEMY>) i HATUCHITL OK.

3aBepLuiTb ceaHc Ha KoMM'loTepi.
lMo4yHiTb ceaHC Ha KOMM'OTEpI 3 NpaBaMn agMiHicTpaTopa.

Bubepitb Start > Computer > Local Disk (C:) (Myck> Komn'totep> JlokanbHun guck (C :)). Npasoto
KHOMKOK MULLI KNauHiTb nanky No Access nocrnigoBHO HAaTUCHITL > Delete > Yes (Buganutu> Tak).
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Bubepitb Start > Control Panel > Administrative Tools > Computer Management > (Myck> NaHenb
KepyBaHHA> AaMiHicTpyBaHHA> KepyBaHHs KOMN'IOTEPOM>) PO3ropHiTh CTPiNKy nopyy 3 Local Users and
Groups (JlokanbHi KopucTyBaui Ta rpynum).

Select Uses > (KopucTyBadi) nicnst 4oro knauHiTe npaBoto kHomnkoto muwi ITE Cisco > Delete > Yes
(Buganutn> Tak).

KnauHiTb npaBoto KHOMKOK muLli obnikosuii 3annc Guest (lMictb), knauHite > Properties > (BnactuBocTi) ,
3HiMiTb Npanopeub Account is disabled (BigkntounTtn obnikosun 3anuc) > OK.

Bubepitb Groups (Fpynu)> nicns 4oro KnauHiTe NPaBoto KHOMKo Muwi Temp Account > Delete > Yes
(Bupanutn> Tak).
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